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» Security Intelligence

Personalization VS Privacy

Unleashing The Privacy Paradox

Privacy Paradox -

Credit : https://www.sooperarticles.com/
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Thailand Update 2019/2020

» Privacy and Cybersecurity are Converging around the World (and in Thailand)

» Thailand Cybersecurity Act : 28 May 2019

» Thailand Data Protection Act (Thai GDPR) : Phase 1. 28 May 2019; Phase 2: 28 May 2020

» Thailand SEC ’s Digital Asset Business Law : 14 May 2018

» NIST Cybersecurity Framework Implementation for Thai CI/CI|

» ISO/IEC TR 27103 : Cybersecurity and 1ISO and IEC Standards (ref. NIST CSF)

» ISO/IEC 27001 (ISMS) as Fundamental Standard for Information Security and Cybersecurity

» ISO/IEC 27701, ISO/IEC 29100, GDPR, NIST Privacy Framework as Reference Principle Knowledges
» Thailand Industry is moving from Cybersecurity to Cyber Resilience

» NICE Framework (NIST SP800-181) for Cybersecurity Workforce Development

» Digital Transformation needs Cybersecurity Transformation

v .
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From Digital Economy to Data Economy
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Digital Economy and Ecosystems
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SCosystem® €cosystem>
Digital Data Crypto Value
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Source: ACIS Research
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China’s Vision of Cyber Sovereignty

President Xi asked for China Cyber Sovereignty
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'About Nation Cyber Sovereignty and
Hidden Privacy Threats”
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“Filter Bubble Effect and Echo Chamber Effect”

 THIN [

THE ECHO CHAMBER EFFECT

Internet =
s Hidin

ideas inside th amber resonate so that the peo ide begin to b
predominate world view even if they are the ones actually on the frin
fi i cer make it into the chamber o ignored causing them to die




Is your Smartphone hijacking your mind?




IT Trend and challenging to business

The Nexus of Disruptive Forces

© ACIS ProfesWCenter Company Limited All right reserved.
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Disruptive Technologies for Value Economy
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The Nexus of Disruptive Forces
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Disruptive Technologies for Value Economy

/—( Top Five Digital Disruptive Technologies %
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Top Ten Cybersecurity and Privacy Trends 2020

1. Cyber Fraud with a Deepfake
(Cyber Fraud with the Deepfake and the Dark side of Al)

2. Beyond Fake News
(It's a Real News based-on a True Story that intentionally attack someone/some organization)

3. Cyber Sovereignty and National Security Issues in the Long Run
(That include rising in state sponsor attacks; Data Sovereignty: What's Next for Data Privacy)

4. ‘Cyberattack and Data Breach’ : A New Normal in Cybersecurity

(Cybersecurity Mindset of Top Managements need to be changed)

5. Tighten in Cybersecurity and Data Protection Regulatory Compliance
(Focus on Cyber Resilience, Data Governance, Data Sovereignty when Value Preservation is crucial topic)

% Source: ACIS / Cybertron Research LAB
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Top Ten Cybersecurity and Privacy Trends 2020

6. “Data Breaches” as Top Concerns for Business
(Zero Day Exploitation, Cloud Misconfigurations including Human Errors/Digital Footprint in the Clouds)

7. Orchestration & Automation Boosting Security Staff Effectiveness
(From MSSP to MDR, Using Al and Automation to improve IR Capability)

8. Increasing on Impact of State-Sponsored Cyberattacks
(Cyberattack on Critical Infrastructure for example Energy Grids are at risk)

9. The Cybersecurity Skills Gap Crisis
(More CISOs Earning a Seat at the Table)

10.5G Networks require New Approaches to Cybersecurity
(EU Report Highlights Cybersecurity Risks in 5G Networks: Securing the Transition to 5G)

% Source: ACIS / Cybertron Research LAB
ACIS © an rights reserved. IT-GRC, Cybersecurity, Privacy and Regulatory Compliance Consulting and Training Services 20
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Top Ten Cyber Threats and Trends for 2019

\/ZJild's Biggest Data Breaches & Hacks

Select losses greater than 30,000 records
Last updated: 1 April 2019
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Top Ten Cyber Threats and Trends for 2019

information is beautiful

World's Biggest Dota Breaches & Hacks home everything about blog data training books contact f W & N Q

1

Source https://informationisbeautiful.net/
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Top Ten Cyber Threats and Trends for 2019

2019 Data Breach
Investigations
Report

Source https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf
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Top Ten Cyber Threats and Trends for 2019

The Verizon Data Breach Investigations Report (DBIR) provides you with crucial perspectives
on threats that organizations like yours face. The 12th DBIR is built on real-world data from
41,686 security incidents and 2,013 data breaches provided by 73 data sources, both public and

private entities, spanning 86 countries worldwide.

Who is behind the attacks?

69% perpetrated by outsiders

34% involved Internal actors

2% involved Partners

;

5% featured Multiple parties

Organized criminal groups
were behind 39% of breaches

Actors identified as nation-state or state-
affiliated were involved in 23% of breaches

0% 20% 40% G0% BO%

E

Figure 1.

100%

What actions are being used?

» Security Intelligence

52% of breaches featured Hacking

33%included Social attacks

28% involved Malware

Errors were causal eventsin 21% of breaches

15% wera Misuse by authorized users

Physical actions were present in 4% of breaches

=]

k] 20% 40% 60% B0%

d

100%

Source https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf
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Top Ten Cyber Threats and Trends for 2019

Financial
75%

50%

ﬁ 25%

2 Other

0%
20M 2013 2015 2017

Espionage

Figure 7. Threat actor motives in breaches over time

Where a motive is known or applicable, financial gain is
the most common driver of data breaches, representing
71% of cases. Espionage is the motive in 25% of breaches.

Source https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf
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Top Ten Cyber Threats and Trends for 2019

Financial and Insurance

Denial of Service and use of stolen credentials on banking
applications remain common. Compromised email accounts
become evident once those attacked are filtered. ATM
Skimming continues to decline.

Frequency 927 incidents,
207 with confirmed data disclosure

Top 3 patterns Web Applications, Privilege Misuse,
and Miscellaneous Errors represent 72%
of breaches

Threat actors External (72%), Internal (36%),
Multiple parties (10%), Partner (2%) (breaches)

Actor motives Financial (88%), Espionage (10%) (breaches)

Data compromised Personal (43%), Credentials (38%),
Internal (38%) (breaches)

Source https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf

AC'S © AllRights Reserved IT-GRC, Privacy and Cybersecurity Management 26


https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf

Top Ten Cyber Threats and Trends for 2019

Pattern

Crimeware

Web Applications
Privilege Misuse
Everything Else

Denial of Service
Cyber-Espionage
Miscellaneous Errors
Lostand Stolen Assets
Point of Sale

Payment Card Skimmers
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Source Nttps://enterprise.verizon.com/resources/reports/Zu 1y-data-preach-investigations-report.pdf
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» Security Intelligence

WEF Transformation Map: Cybersecurity

& Cybersecurity and related issues <>

! Cybercrime |

! Critical Infrastructure Protection
! Systemic Risk and Resilience |

] Cyber War

| New Norms of Collaboration

Cyber Privacy

Security of Things

| Technology and the Law \

Source: https://toplink.weforum.org/knowledge/insight/a1Gb00000015LbsEAE/explore/summary
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WRORLD
ECONOMIC
FORUM

COMMITTED TO
IMPROVING THE STATE
OF THE WORLD
Insight Report

The Global Risks
Report 2019
14th Edition

In partnership with Marsh & McLennan Companies and Zurich Insurance Group

Source: www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf
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The Global Risk Outlook for 2019

THE GLOBAL RISK OUTLOOK FOR 2019

Types of Risks: . ENVIROMMENTAL . GECPOLITICAL

Top 5 Global Risks
in Terms of Impact

1 }E‘;}} Weapons of mass destruction

Failure of climate-change
2 mitigation and adaptation

3 é‘:’_.,;’::!' Extreme weather events

4 P.{ Water crises
-

5 QY Natural disasters

SOURCE: World Economic Forum - Global Risks Report 2019
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Top 5 Global Risks
in Terms of Likelihood

. TECHNOLOGICAL . ECOMOMIC

1 % Extreme weather events

2

Failure of climate-change
mitigation and adaptation

3 (Q¢Y Natural disasters

S

&

=
)

Data fraud or theft

Cyber-attacks
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Global Competitiveness Report 2019 Regional Risks for Doing Business 2019
The 2019 edition of The Global Competitiveness Report series, first launched in 1979, The Regional Risks for Doing Business report offers a business perspective on the
features the Global Competitiveness Index 4.0 (GCI 4.0). As the decade concludes and impact of global risks and illustrates how they are experienced differently across
we look towards the dawn of the 2020s, the GCI 4.0 offers insights into the economic regions. In an increasingly complex and intertwined world, this report helps shape the
prospects of 141 economies. agenda for those regions aiming to play a pivotal role in the years ahead.
Published: Tuesday 24th of September 2019 Published: Monday 30th of September 2019
http://reports.weforum.org/global-competitiveness-report-2019/ . http://reports.weforum.org/regional-risks-for-doing-business-2019/
GEEGROLIGERS  2doing wp_cron=1573741998.0783989429473876953125 ?doing_wp_cron=1573745341.4205269813537597656250
WRORLD WRORLD
ECONOMIC ECONOMIC
FQRUM FQRUM
COMMITTED TO COMMITTED TO
IMI'RU\!\'LE THE STATE IMPROVING THE STATE
OF THE WORLD OF THE WORLD
Insight Report Insight Report
The Global Regional Risks
Competitiveness Report for Doing Business

2019 =02

Klaus Schwab, World Economic Forum In partnership with Marsh & McLennan Companies and Zurich Insurance Group

Thailand Ranking: 38 Ranking: 40

Total score Score: 67.5 Score 68.1

¥ o
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Thailand 40th .,

-I-I1e GlObal Global Competitiveness Index 4.0 2019 edition Rank in 2018 edition: 38th/140

Performance OverviewKey < Previous edition A Upper-middle-income group average [ East Asia and Pacific average
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Data Protection Law of The World

PRIVACY SCOREBOX . .GISPR OVERVIEW GDPR APP BLOG * DLA Piper Intelligence v

DLA PIPER

DOWNLOAD
D the full handbook

DATA PROTECTION LAWS OF THE WORLD

Compare data protection laws around the world

ease selec Country ompare to Comparison country
Pl lect | Country € t ( tr)

N
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Data Protection Law of The World

PRIVACY SCOREBOX . .G[.)PR OVERVIEW GDPR APP BLOG * DLA Piper Intelligence v
DLA PIPER . : - ‘
DOWNLOAD DOWNLOAD
current countries D the full handbook

DATA PROTECTION LAWS OF THE WORLD

Change country Compare to Please select

World map

Law

Definitions

Authority
There is not a single comprehensive data protection law in the People's Republic of China (PRC). Instead, rules relating to personal data
g P P P P \ ) gtop
Registration protection and data security are part of a complex framework and are found across various laws and regulations. Provisions found in
laws such as the General Principles of Civil Law and the Tort Liability Law have generally been used to interpret data protection rights
P 4 g Y P P g

as a right of reputation or right of privacy. However, such interpretation is not explicit.
Data Protection Officers

On June |, 2017, the PRC Cybersecurity Law came into effect and became the first national-level law to address cybersecurity and data
privacy protection. However, there remains quite a bit of uncertainty as to how the PRC Cybersecurity Law will be applied, and what

Collection & Processing
practical steps need to be taken to achieve compliance and the regulatory environment continues to evolve rapidly. Draft guidelines are

currently published almost weekly, however, it is expected that some guidelines and national standards will be finalized in the coming
Transfer . I . d E g - . i .

H O D™ B O O & D
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A very good resources:

Data Protection Law of The World

https://www.dlapiperdataprotection.com/

https://www.dlapiperdataprotection.com/
Index.html|?t=law&c=CN

Source :
http://www.digitaltransformationplaybook.com/

All right reserve d.
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The New Normal

New Normal 7
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The New Normal in Cybersecurity
{

But no matter how much attention (or budget) is lavished
on cybersecurity, executives need to understand that

getting hacked isn't a matter of “IF” but “WHEN'".

It changes the approachto preparation and risk management.

Mitigating Cyber Risk Means Understanding Time!
2]

Source : https://lwww.forbes.com

v .
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The New Normal in Cybersecurity

But no matter how much attention (or budget) is lavished on
cybersecurity, executives need to understand that

getting hacked isn’t a matter of “if” but “when”.

It changes the approach to preparation and risk management.

Mitigating Cyber Risk Means Understanding Time

Source : https://www.forbes.com

'1 CIS ProfeMter Company Limited All right reserved.
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Towards: “Responsive Security”

Responsive & Readiness Mentality
Fortress Mentality

A e e D) 2 & e 2D
Are we Ready?

'©ACIS Professi‘QQaJ'Center Company Limited Ali rign reserved.
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IT, INFORMATION SECURITY, CYBERSECURITY FRAMEWORK,

STANDARDS & BEST PRACTICES AS OUR PRINCIPLE KNOWLEDGE
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> April 16,2018 Cybersecurity Framework Version 1.1 Education . or ——
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Figure 1 — Relationship between Cybersecurity and other security domains.
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Personalized Marketing vs. Customer Privacy




» Security Intelligence

In terms of the services libraries provide, and ﬁiven that two options are not
always mutually exclusive, where would you fall on the spectrum of

privacy vs. personalization?

e

Percent of respondents

Privacy ——— > Personalization

(51 responses)

Credit https://news.minitex.umn.edu/news/2020-07/one-second-poll-results-privacy-vs-personalization
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Personalized Marketing: The New Era Of Personalization

PERSONALIZED MARKETING

Credit : https://www.feedough.com/
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“Gain Consumer Confidence
by Respecting Privacy With
Your Big Data Marketing”

Credit : https://www.socialmediatoday.com

‘©ACIS Professi‘qgal-Center Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/



The Marketing & Privacy Myth:

Are They Truly Incompatible?

Credit : https://www.medium.com

ACIS ProfesWénter Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/



Pre-Internet Marketing vs. Digital Marketing

Pre-Internet Marketing

Digital Marketing

e Name

e Birthday

e Phone number
e Address

Name
Birthday
Phone number

Address

Online Identifier Internet Protocol
Address

Heatmap, screen recording with mouse
movement

Type of device, device ID, location
Cookie (i.e., session cookie, persistent
cookie, secure cookie, Google analytics
cookie, third-party cookie)

Credit : https://www.medium.com
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THE NEW CONSUMER

EXPECTATIONS

Consumers want
personalization...but not too much

67% want personalized content but
64% have been “creeped out” by personalization

Consumers want control over their
marketing data

66% want control + ownership over their data

86% want to know when their data is passed to
third parties

Consumers expect transparency and
respect

96% want brands to be more transparent about
the collection and use of their personal data

Sources: Jebbit research, OMO, Business Wire, and Adiucent

Credit : https://www.jebbit.com
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THE NEW

MARKETING LANDSCAPE

6 7 0/ of consumers want
0 personalized experiences

of consumers are worried

9 2 % about their online data

privacy

Sources: CMO and TrustArc

Credit : https://www.jebbit.com
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40% of
consumers

OF FINANCIAL
INSTITUTIONS SAY
A PERSONALIZED
SERVICE WOULD
BOOST THEIR BANK
LOYALTY, BASED ON
ACCENTURE'S
RESEARCH.*

Credit : blog.ladder.io/marketineg-
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85%
citizens

EXPECT THAT
GOVERNMENT
DIGITAL SERVICES
SHOULD MATCH THE
QUALITY OF
COMMERCIAL
ONES. "¢

ersonalization/#z30r6ibuf3hhm3n46c00oj
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Consumer Attitudes to Irrelevant Website Content

% of online respondents

July 2013

get frustrated with websites when content, offers, ads, promotions, etc. appear
that have nothing to do with their interests

74%

57% say they'd leave a site if they were married and shown ads for a dating service

would trust businesses more if they explained how they're using personal
information to improve their online experience

77%

m MARKETINGCHARTS.COM

Source: lanrain/Harris Interactive
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BAD DATA POWERS
BAD PERSONALIZATION

What we found is that data being

34% purchased and sold through a
credible vendor was only 34%
accurate.,

58% of consumers admit they have
broken ties with a brand over bad
personalization.

jebbit

Source: Jebbit

Credit : https://www.jebbit.com
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& hitps://mappingdataflov ufi o 2 ﬂL T=4

&2 COLUMBIA | SIPA MAPPING DATA FLOWS

Technology and Policy Initiative

Understanding how the largest technology companies collect, use, and share user information across the internet. We've
transformed the "Big Four” terms of service and data policies — the thousands of lines of code that govern their use of your
data — into a database powering an interactive visualization, an initial version of which we invite you to explore and critique.
Select a company in the top menu and click on a line to see the original snippet of text from the company’s terms of service
or data policy.

To explore how these policies have changed over time take a look at Google's previous terms of services going back to
2001. And, given its enormous popularity during the current COVID-19 crisis, we have also created a separate visualization
Just for Zoom.

seLecT company ([Nl | Amazon || Apple || Facebook || Google |

COLLECTION PURPDSE| All purposes COLLECTION METHGD| All Methods | COMPARE COMPANIES |Select campany| vs.| Select cumpany|

TYPES OF DATA | A1l types |

CASE STUDIES | Say No Evil, But Keep Your Options Open || The Illusion of Privacy Settings || Are They Listening?! || Absolutely, Definitely Imprecise | | RESET FILTERS |

DATA SOURCES TYFES OF DATA COLLECTION PURPOSE

ACTIVE ProoucT use (19 ) ACCOUNT SECURITY

)
M) ADVERTISING

— o - — "--.____ :_,-.--' . - ) =< .- 1L
sercons @——— - o 278 Tk : = - -
- e o e L — = 5 S = - ) ANALYTICS
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://mappingdataflows. W 7 &

CASE STUDIES| Say No Evil, But Keep Your Options Open ’| The Illusion of Privacy Settings ’| Are They Listening?! ’[ Absolutely, Definitely Imprecise ’ RESET FILTERS

DATA SOURCES TYPES OF DATA COLLECTION PURPOSE

ACTIVE PRODUCT USE - ; ACCOUNT SECURITY

ADVERTISING

CELL TOMERS

COMPANY OPERATIONS

_.ﬁlgtaﬁ

IMPROVE PRODUCTS

TeasnaNs

LEARN USERS' BEHAVIOR

B RN P22 et s st s st e s s st stsse

DEVICES LEGAL COMPLIANCE

LOCATION-BASED SERVICES

B S N

D R

o~
PUBLIC DATA SOURCES PERSONALIZE CONTENT

PERSONALIZE PRODUCTS

THIRD PARTY APPLICATIONS
PRODUCT SAFETY
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Apple : “Privacy Matters”

Privacy ) _matters

g

Credit : https://www.apple.com
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iOS 14 : New “Privacy” Features

Privacy

Privacy is a fundamental human right and at the core
of everything we do. That's why with i0S 14, we're
giving you more control over the data you share and
more transparency into how it's used.

App Privacy

i Privacy information on the App Store
You can now get informatian on the App Store to help you An indicator appears at the top of your screen whenever an
understand the privacy practices of every app before you app s using your microphone or camera. And in

download it.'* Control Center, you can see if an app has used them recently,

o
)
Data Used to Track You

o Contact info 4 Location

BB entitiers

®

Data Linked to You

Upgrade to Sign in with Apple Approximate |
Easily switch to Sign in with Apple when logging in to Share only your approximate location rather than your exact
participating apps. You'll keep the account you already use, location — perfact for apps like local news or weather.

but have one less password to keep track of

-
om Financial Info Location

identifiers

4
o Contact info . Purchases
2=}

° Browsing History
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iOS 14 : New “Privacy” Features

r‘.‘\

=, “Pal About”™ would like
Data Used to Track You permission to track you
across apps and websites
owned by other companies.
Your dota wil be used 1o doliver
personabzed ads 10 you

®

Data Linked to You

9 Llocason
. ~ortact Ivdo . Purchases
. Broweng Moy u Identters
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How Google handles Privacy

Google

Turniton.
Turn it off.
You control
what data
gets saved.

Ad personalisation

Google makes your ads more useful on Google services (e.g. Search, YouTube), and on websites and
apps that partner with Google to show ads. Learn more

Ad personalisation is ON

ACIS o AlRights Reserved
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How Google handles Privacy

line Your data on the web Your data on Google Mat

r staying .. and how it makes websites .. and how it makes Google ..anc
e web more useful services more useful we
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How Google handles Privacy

Google Account & Google Account -2
B Privacy Checkup
Michael Simon
Home Personal info Data & personalizati
You're in control. Manage your info, privacy, : We|come'
and security to make Google work better tll
for you. Choose the privacy settings that are right for you

Review and adjust what data Google uses to
personalize your experience, and update what
information you share with friends or make public.

START NOW

Review your privacy
settings

Take the Privacy Checkup, a
step-by-step guide that helps you
choose your privacy settings

ACIS o AiRights Reserved
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How Facebook handles Privacy

2:04

facebook X

a O @

W W S

Privacy Checkup

We'll guide you through some settings so
you can make the right choices for your

[ Create new post account.

What topic do you want to start with?

It's Data Privacy Day

Sam, we want to make sure your
privacy is set the way you want
Privacy Checkup guides you through
your most important privacy settings
like who can see what you share and
how to keep your account secure.

Who can see How to keep your
what you share account secure

-

7

Start Privacy Checkup

How people can Your data

ACIS o AlRights Reserved
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How Facebook’s customer handles their privacy

O TIPS FOR FAGEBOOK PRIVACY

Don’t make random friends u{,
Don't share (¢
Don't like 03

Don't use the apps

Don't use Facebook as your log-in = ]
Use a burner profile &)

Properly adjust your settings {0}
Don’t post private pictures &y

ACIS o AiRights Reserved
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How to get
the “yes”
on opt-in

|
_JOPTIN

o

“JoPTOUT
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WILINE & 3:34 PM
@ Grab TH
Edit Profile >
U
81 Points ¢ Platinum

Scheduled

Refer & Earn

Saved Places
Help Centre

Emergency

Settings

ACIS o AiRights Reserved

Unsubscribe
easily in 3 steps
1

Tap on
“Settings”

*It may take 7 days to take effect,
so you may still receive updates.

‘ Help Centre | GQQ

Unsubscribe from Grab

email easily by

Going to your grab
email and click on

----------------------

Help Centre | Grao
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From time to time, we may wish to contact you with marketing
information and updates about our own products and services by
email, post or telephone. If you do not want to hear from us in this
way, you can opt-out by ticking the options below or contacting us ot
any time.

| do not wish to hear from you by email in relation to
marketing.

| do not wish to hear from you by post in relation to marketing.

| do not wish to hear from you by telephone in relation to
marketing.

For more details about how we will use your infermation and your
rights in relation to your perscenal information please see our privacy
notice at www.shawbrook.co.uk/privacy-notice. If you have made
a joint application, then you must inform the joint applicant of the
information contained in the Shawbrook Privacy Notice and have
their prior agreement to disclose to us their information. By
proceaeding, you acknowledge having read our privacy notice.
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VPN

Reviews Tools & Research Guides

GDPR Fines Tracker & Statistics

Total Number of GDPR Fines

339

Largest Fine

€50,000,000

Google Inc. on January 21, 2019 -
France

5 MOST RECENT GDPR FINES

*0Only includes finalised cases

DATE ORG

FINE

Total Amount of GDPR Fines

€157,305,806

Smallest Fine

€90

Hospital on November 18 , 2019 -
Hungary

TOP 5 BIGGEST GDPR FINES

*0Only includes final & binding fines

‘ ' Google Inc. €50,000,000

Abi
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TOP 5 BIGGEST GDPR FINES

*0Only includes final & binding fines

‘ ' Google Inc.

‘ ' TIM - Telecom Provider
Austrian Post
. Deutsche Wohnen SE

@ 151 Telecom GmbH

€50,000,000

€27,800,000

€18,000,000

€14,500,000

€9,550,000
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Known Knowns Known Unknowns

Things we are aware | Things we are aware
of and understand. of but don’t
understand.

Unknown Knowns | Unknown Unknowns

Things we Things we are
understand but are | neither aware of nor
not aware of. understand.

Knowns Unknowns

Unknowns Knowns
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Digital
Transforamation

Top Ten
Cyber Threats
and Trends for

2019

IIIIIIII HE ENR
|
F

sAGIS razrgreegan =

Cybersecurity Act

Personal Data Protection Act

Guidance
for Cl & ClI
“Banking
& Financial
Sector”’
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ANFIULATIFATNANNUVBINY VNNV

Level #1

Level #2

Level #3
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OECD privacy principles

THE OECD
PRIVACY FRAMEWORK

@) OECD 2013
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O ACCOUN TARMITY
PHINCIPL)

07 THDIVIDLA
PARTICIPATION
PRINCIPLE

05. OPENNESS
PRINCIPLE

OECD Privacy Principles

07

06

01 COLLECTION
LIMSTATION PRINCIPLE

OF. CATA QUALITY
PRANCILE
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8. AUTURAYaUYRIUARRTITVTINT

naNNIsAIUNMSANATAITRYAEUYAAR
(Reference OECD Privacy Principles)

Collection Limitation Principle
Data Quality Principle
Purpose Specification Principle
Use Limitation Principle
Security Safeguards Principle

Openness Principle

AIUANTRYA

I_I_

N33V TR (TaUfun)
n1sAumsasdayadiuyaaa (Practices)

Individual Participation Principle

Accountability Principle

Source: “OECD Privacy Principles”; “OECD Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data”,

http://oecdprivacy.org/

Gap

va Y

(319) WILI1YURYNRAANATY

9

UayadiuyAna w.e. ...

wiauaIAnsvin
All Enterprises in Thailand
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NANNIIANATOIVIYAFIUYAAD

Principles for Personal Information/Data Protection (Privacy)

@)) OECD The OECD Privacy Principles

1. Collection Limitation Principle

2. Data Quality Principle

3. Purpose Specification Principle

4. Use Limitation Principle

5. Security Safeguards Principle

6. Openness Principle

7. Individual Participation Principle

8. Accountability Principle
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Lawful Basis for Processing Under GDPR

LAWFUL BASIS FOR PROCESSING UNDER GDPR

ACIS o AiRights Reserved

CONSENT

The data subject has given consent to the
processing of his or her personal data for
one or more specific purposes

CONTRACT

Processing is necessary for the performance of
a contract to which the data subject is party or

in order to take steps at the request of the data
subject prior to entering into a contract

LEGAL OBLIGATION

Processing is necessary for compliance with a
legal obligation to which the controller is
subject

www.ServelT.com

VITAL INTERESTS

Processing is necessary in order to
protect the vital interests of the data
subject or of another natural person

PUBLIC INTEREST

Processing is necessary for the performance
of a task carried out in the public interest or
in the exercise of official authority vested in
the controller

LEGITIMATE INTEREST

Processing is necessary for the purposes of
the legitimate interests pursued by the
controller or by a third party, except where
such interests are overridden by the
interests or fundamental rights and
freedoms of the data subject which require
protection of personal data, in particular
where the data subject is a child

Helping small businesses work towards Data Protection Compliance and deliver on their Web Application goals

Source : https://www.servelIT.com/
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Lawful Basis for Processing Under GDPR

s

Legal grounds and lawful basis - processing lawful if at least one of legal bases below

Consent

The consent of a dala subject to the
processing of his/her personal data

Legitimate interests

There is a weighed & balanced legitimate
interest where processing is needed and
the interest is not overndden by others

Public interest

Public authorities and organizations in
the scope of public duties and interest

Legitimate

interests Lawfulness
of
processing

Vital
interests

Contractual
necessity

Contractual necessity

Processing is needed in order to enter
into or perform a contract

Legal obligations

The controller is obliged to process
personal data for a legal obligation

Vital interests

It is vital that specific data are processed
for matters of life and death

Source : https://www.i-scoop.eu/
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—I Data Policy |

—L

Data Discovery |

Data Proliferation

Data Classification =

Data Risk Level

Data Protection

Special Categories / Sensitive Data

1 I T T

Contract

5 Consent

Vital Interest |

Lawful Basis for Processing |—

Legal Obligation |

—_ L 1

Public Task |

Legitimate Interest

Duties & Responsibilities

| Controllers & Processors |-

_I
~| Data Processing Agreement
1

User Requests

-I Government Requests

| DPIA (Data Protection Impact Assessment) |

Cross-Border Data Transfer

| Anonymisation |

Source : Thailand Data Protection Guidelines 2.0
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W32 VUYURARANATOIVONAFAINUAAR W.A. 2562

S d 9

> WiRKAkazANINTY

fnnsesdonadiuuARa Andvosidvasloyadiuumna

Mdunannsinemly
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(Data Subject)
|
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(Data Controller) (Data Processor)

[ v aw [
lﬂ'\ﬂﬂ'\ﬂﬂﬂﬂiﬂ\iﬂﬂﬂﬁd’)ﬂi{ﬂﬂa

(Data Protection Officer: DPO)
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v Y ¥

WILIIYUYUAANATIIVOLAFIUYAAA vs. GDPR

a v

AN3V9LA1VIVBYAHIUYAAA

o/ va ¥
q

The EU General Data Protection Regulation (GDPR) $renszsinge]

veURduasasdayadiuynna w.A. ...
(adurdan1uay

A
JAustsn® Winaumsussmalfilungruneuds 28 nuawus 2562)

Y

(A

. Right to be informed antlunslasuudsdaya

. Right of access by the data subject ‘
. Right to erasure (‘Right to be forgotten’) ‘

Notification obligation regarding rectification or erasure _
. of personal data or restriction of processing Article 19

. Right to data portability [ Article 20
. Right to object

Right of automated decision making

" Article 22
and profiling
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Intensive Masterclass: PART | >

§13AATY W.59.U.ANATONTHAFINUARS

NNFINF52ENATY Nan15UNAUEYaINgUHY
ANNAIATYLATNINTIHUNUINYIHINYDINHIBNIHBIANTNHNISAUTIUTIN 16 S UnnutayadiuumAa

NANNISANATONYOHAFIUUAAR NYANATHLAZAIHLFYS

NMWTINANYANAIHUAZANHLTYY Privacy Risk vannsAnAsasdoyadiuuAna §nsuadiinvastoya
N5NATUNTDHADIANTHAZNNFTZUTOHARIUUAAS NWITIHUUINFALHUNTS

UNUINTUINULAZ LHIN AL HRNISY DI HIYIW/DIANS

nihnvasAIuANTayaaIuuAma (Data Controller) vinvasiuszananadoyasdinuama (Data Processor)
wazViNvaYNNANAsatayad uUAAA (DPO)

LUINNISUSZLRUDIANS LAZNIS LA YUHANHNS DN

A8 WNSUSEIHYE Gap Assessment mMHIDNAUANGAN1Y
AWIINHIATFIUNTUINTIANSTOHAFIUUAAR LazlIUGURNTANATOITOYAFINUARR
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Intensive Masterclass: PART Il >

LUINWANUUNTFOARRDIMHNYNTUN GDPR

NWFIHANMHFOAAFDIVaINgUHIENUTariviNA GDPR wuinaniunsanngvisieiudaninua GDPR
unumMviinnYeslviinANAsasdayadluuAna (DPO) wazn193many Outsourcing DPO

NFOUNIATFINY NMTUTHUNANTENUBRZAMHNLADY

NFOUNIATFIUNTANATENTYAEINUAAA (Privacy Framework) Buin1enIsussiluNansznuLasANHLFLY
BHINIFNITAANIHIATNTHAZRURURTUNSANATDITOYAFIUUAAR

WHINWAHUMSINTURALALATUITNIFIANITVOHA

NWFINNTIANITTOHARIUNTLUIUNITHATANWNANA kI WNIsinuguadaya (Data Governance)
WUINNIFUIMNTIANSToyA (Data Management) uuInnN1santudaya (Data Classification)

WHINWNNTANNNTVDYA

WHINWNMFIANSTOYARIUINALNA (Data Quality Management, Metadata, “1a«)
BAZNSZUIUNITNNNATA
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LEINWNITINUALATUNISANATOITONAFINUAAR

TATIFSWNISINUALA WIHUIUNITANATDITONAFIU
UAAA LAzN30UNT3ANLEWNY Data Protection
(Privacy Framework)

MU “IIiNANAToITayaduyARa” (Data
Protection Officer: DPO) / “sunu”

MUA “WUssHIanNaTayasINUAAR / “AIuny”

N1114m Business Owner, Data Owner, Data
Protection Officer

WANTUVOHARN ¢ YDIaIANS LNDNINUA
“VoNAdIUUAAR" NEIDIAILHUNITAINNY VN1
nOUANUszNIAUSAUY
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FTUNNIIHLUINWANHUNITANATDIVOHAFIUUAAR

» NFDUMSNINUALALAZUINITIANITTONAT AUDIANT (Data
Governance, Data Management, Data Protection)

» NFOUNITUINITANHLALY NIFUITERUANHIEYY N15UITLHUNANTENY
PUNNIANATaNYaYAdIUUAAS (Privacy/Data Protection Impact
Assessment, Risk Assessment)

» NYWA Business Owner, Data Owner, Data Protection Officer
» A5URUR YupauuUs ANan1sUNURUIUNISANATaITayARINUARS
» MSASTNANNATEVTN NIFTLFEINFTWANHS INUNUD UB I

» N59UNSUSTANTUNUNNSNIUNINUAKS W8N IUNIATE LAZAEIBIY
AINHIINHDDU 9
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(Pll/Data Processor)

qU‘i"maNatlaqadwunna LRV ERI

yAAa Fedfiumaifisafiunsifiveuss 18

visoUninstoyadinuuanamudevzoly

mmmwmmmauamumﬂa

¥198i yARAvSeTiAyYARATIATUNIEINGET

T dudmuAndayadIvuAAA

Wil

S duflumaifsriumaifivsiusan 1% vde
\UnwstionasuynnamuAAnlEsU an
rmuantenaduyanariniu

2 dnldfiunpsmsinnANaiuAIUaonsiY

2 Inuaziiusnndunnsiunisvasianssy
MsUszanatoyasdIuuAnalInN
waAninnrinazisnsiivszmAimue

2 usvmssuny Sl iduasastoya
suunaa auloulvvastionguany

RNHINANATOITONARIUUAAR
(Data Protection Officer: DPO)
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Personal Data Protection Compliance

Principles, Rights, Responsibilities, Gap, Guidelines

Regulatory Compliance: Personal Data [ Personally Identifiable Information (PIl) / Privacy

PART |

‘Personal Data’ means any information relating to an identified or identifiable natural person (‘data subject);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

(Source: General Data Protection Regulation: GDPR, 2016)

v ' 7 v = 1Y 4 o 7 @ 4 Yy o e v w o = v 90 '
“JoyadinuAna” BHNEANNI TayaiuinuuaAratsinlvdmnsnstumuaratinle lidinenssvisanisoon wsldsiniedoyavasrfounnssnlnuianie
(#an: wazswliygRduasestouadiuyana w.a. 2562)

f5zdAny NaNNISANATOITOYARINUARA UNUIMNTNYDIRAIUANTDHAEINUARR WUINNIFUSZIHUDIANS (Gap)
W.5.U.ANA5DIT0YAFINUAAR anSvodnvasdoyadiuumAAa WUSZHIAWATDHAIUUAAR wazMILEsENANNNToN (Guidelines)
(Personal Data Protection Act) NYANANHUAZANHLTYS WNANAsadayaduuAAa (DPO) HIMFFIUNMTUIVITIANSTTOHAFINUARA
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NANNIIAHATNVOHNAFIUUAAR

Principles for Personal Information/Data Protection (Privacy)

27701

ISO/IEC 27701
Extension to ISO/IEC 27001 and ISO/IEC
27002 for Privacy Information

The EU General
Data Protection Regulation

()

Electronic Transactions Commission

&) OECD

UsENIAAMIENTIUNITTINT Y
maediannsadind
1399 wwulguiguazuuIU)un

Guidelines Governing
the Protection of Privacy

. (GDPR) and Transborder Flows of . sty , .
Management — Requirements and P | Dat lumsdunsasdayadiuynnavaamiisnuvassy
Guidelines (Aug,2019) SUEoliEl el W.A. 2553
* x
e R NIST
Iso 2 9 1 O O enisa National Institute of
——e * Standards and Technology
NS .
** g U.S. Department of Commerce

ISO/IEC 29100
Privacy framework

European Union Agency
for Network and Information
Security (ENISA)

LY v
WL UYUR

The NIST Privacy Framework . .
ANATDITDYAFIUYAAA N.A. 2562

(Draft 2019)

UsemAlusafiaangune 27 wguanay 2562
Travsruldaus 28 wewnau 2562
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What is DPO

1828
BUREAU
VERITAS

= Data Protection Officer is a professional defined into the General Data Protection
Regulation (GDPR) of the EU.

= Since the introduction of the GDPR it was known as Chief Privacy Officer, that is
a professional figure mainly diffused in the anglo-saxon culture companies.

=" DPO shall have competences and skills in terms of IT Security, Process
Analysis, Legal and Risk Management.

=" The role of DPO consists in observing, evaluating and organizing the activities
and processes of data processing.

© - Copyright Bureau Veritas



When is a DPO required

=" The GDPR requires the designation of a DPO in three specific cases:

1. where the processing is carried out by a public authority or body (irrespective
of what data is being processed);

2. where the core activities of the controller or the processor consist of processing
operations, which require regular and systematic monitoring of data subjects
on a large scale; and

3. where the core activities of the controller or the processor consist of processing
on a large scale of special categories of data or personal data relating to
criminal convictions and offences.

© - Copyright Bureau Veritas



DPO certification general Process

782
| BUREAU |
VERITAS

Certification must be provided
by a different organisation than
the training one

Training courses and
examinations could be
provided by external partner
(ex. Local AssoDPQO) or by Local
BV Office

To be checked by the
examination body

© - Copyright Bureau Veritas



U v
> 6,9/

Example of DPO certificate ,
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CERTIFICATE

The training course
for

Data Protection Officer
provided by
Bureau Veritas Slovenija

is entered in the training course register
(ref. PG01, SCH73 current revisions)

Reg. n° 147 Issue date 27/11/2017 Annual Expiry Date 26/11/2018

Operational & Technical Manager

2053A na Favorito

This certificate is valid only if the training course is currently entered in the CEPAS register (www.cepas.it)
This certificate has been issued electronically, remains property of CEPAS srl and is bound by the conditions of contract.

CEPAS srl - Via Mario Bianchini, 13-15 - 00142 Roma — tel. 065915373 - E-mail: ¢ icazioni pas.b itas.com - Web: www.cepas.it

(%) (=
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Key Risk-based Standards and Best Practices

for IT-GRC, Privacy, Cybersecurity and Information Security Management

Risk Man_ag ement (RM)

Business Continuity Management Systems eparment of Hom | Sacuriv's (DHS
u Gwemancg (ITe) A Info. Security Risk (BCMS) C;.rl:uer Reslllence Remew
x'”- M ) . 5 Cybersecurity )
AY Information Security Management \ \ \,  General Data Protection
IS0 A EE'EIEI'I'IS\EISM 5) kY C'-"b?_.rsecur't'f "x Regulation

31000 .

ISO/IEC
38500

Framework
Govermnance
and rnanagemenl— ISOMEC ISO/IEC
27018

of enterprise IT 29100 Privacy (PI)

Enterprise ISO/IEC Framework
Architecture —— 20000-1 Personal information management
(EA) PMBOK \ Code of practices for PIl
in public clouds
. E— @ _ \ Info. security controls for Cloud services
- ISOJIEC - . ‘ \"a_ 4 I:_ Code of practices for Info. Security contrals
2eiy \ \,x L Cuality Management Systems (QMS)
‘a \ ‘ \ ‘" IT Service Management Systems (SMS)
\ 1‘1 \ \— Practices for IT Service Management
-"“x_ % ' Capability Maturity Model Integration O FlocuiremartSiandands
\._._ Project Management Guide
\ \—— Software Engineering Lifecycle C} suidance/Guideline Standards
\ Guidance on project management 4::} Bas! Practices
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Reference Risk-based Standards & Best Practices

Risk Management (RM)

\ Business Continuity Management Systems epartment of Homeland Securty's (DHS
IT Governance (ITG) \ Info. Security Risk (BCMS) Cyber Resilience Review
) - . \ . : \ Cybersecurity -
\ \ Information Security Managéiment \ . \ \ Ger
\ ISO \\ Systems (ISMS) Cybe\rsecunty \
\ \
31000 ‘ \ / | - CRR X
ISO/IEC ISONEC ISO NIST l/,v“_ B
38500 22301 ‘ Cybersecurity L GDPR )
27005 —— \ Framewor/ \ /]
{ /
ISO/IEC i . Ison | 5 ISO/IEC . Privacy
\ . — \\, Framework
Governante 27001 fI——\\ 27032 & L\ 27701 7 \ _
a;\d management 7 ISONEC . [ ISOIIEC\ / ISO/IEC (Draft version)
» - 4 —_—
of enterprise ¥ / \ . 1S0/EC 27000 Series.7f ({27002 \ 27018 ‘ 29100 > \__ Privacy (Pll)
Enterprise TOGAF = A / ISONEC \ /. \— Framework
Architecture —— ‘ o ormation management
€A) PMBOK \  Code of practices for Pl
in public clouds
: , \ “— Info. security controls for Cloud services
; ISO/IEC \ \ it \—“Code of practices for Info. Security controls
\ 29110 . — Cloud secunty
\ \ \__ Quality Management Systems (QMS)
\ IT Service Management Systems (SMS)
\\ ¥ Practices for IT Service Management
\\ Capability Maturity Model Integration
\ ) ) O Requirement Standards
\ \ Project Management Guide
\ —— Software Engineering Lifecycle (O GudanceiGudeine Sandarcs

. Guidance on project management O Best Pracices
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tandards related to Privacy and Data Protection

| = NIST Privacy framework (preliminary draft) : = General Data Protection Regulation (EU GDPR)
A Tool for Improving Privacy through Enterprise Risk Management

= ISO/IEC 29100 - Privacy framework = [SO/IEC 27701 - Extension to ISO/IEC 27001

= |SO/IEC 29101 - Privacy architecture framework and ISO/IEC 27002 forl Privacy Informat'ion'
" Management — Requirements and Guidelines

ISO/IEC 29134 — Guidelines for privacy impact assessment
= |SO/IEC 29151 / ITU-T X.1058 — Code of practice for Pll protection = |SO/IEC 27001 - Information Security

= |SO/IEC 29190 - Privacy capability assessment model Management Systems — Requirements
= |SO/IEC 29146 - A framework for access management
= |SO/IEC 27018 — Code of practice for protection of PII = |SO/IEC 27002 - Code of practice for

| in public Clouds acting as PIl processors information security controls

ISO/IEC TR 38505-1 — Governance of IT — Governance of data - = |SO/IEC TR 38505-2 — Governance of IT — Governance of data —
Part 1: Application of ISO/IEC 38500 to the governance of data Part 2: Implications of ISO/IEC 38505-1 for data management

= |SO/IEC 38500 - Governance I = |SO/IEC TS 38501 — Governance ~ = ISO/IEC TR 38502 — Governance ~ = ISO/IEC TR 38504 — Governance of IT — Guidance for
of IT for the organization | of IT - Implementation guide of IT = Framework and model principles — based standards in the governance of IT
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NIST Privacy Framework, Preliminary Draft Version, Sep. 2019

» Security Intelligence

Overview of the NIST Privacy Framework

Data Action
A system/product/service
data life cycle operation,
including, but not limited
to collection, retention,
logging, generation,
transformation, use,
disclosure, sharing,
transmission, and disposal.

Data Processing
The collective set of data
actions.

|||||||||

ACIS o Al Rights Reserved IT-GRC and Regulatory Compliance

The Core provides an increasingly granular
set of activities and outcomes that enable
an organizational dialogue about
managing privacy risk

Profiles are a selection of
specific Functions,
Categories, and
Subcategories from the
Core that the organization
has prioritized to help it
manage privacy risk

CURRENT
TARGET

Implementation Tiers help an organization
communicate about whether it has sufficient
processes and resources in place to manage
privacy risk and achieve its Target Profile

Figure 1: Core, Profiles, and Implementation Tiers

Intensive Masterclass: Personal Data Protection
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NIST Privacy Framework, Preliminary Draft Version, Sep. 2019

Table 1: Privacy Framework Function and Category Unique Identifiers

» Security Intelligence

Function | Function Category Category Function | Function Category Category
Unique Unique Unique Unique
Identifier Identifier Identifier Identifier
ID-P Identify-P ID.IM-P Inventory and Mapping DE Detect DE.AE Anomalies and Events
ID.BE-P Business Environment DE.CM Security Continuous Monitoring
5 DE.DP Detection P
ID.RA-P Risk Assessment etection Trocesses
- - RS Respond RS.RP Response Planning
ID.DE-P Data Processing Ecosystem Risk Management ) T —
GV-P Govern-P GV.PP-P Governance Policies, Processes, and Procedures RS.AN Analysis
GV.RM-P Risk Management Strategy RS.MI Mitigation
GV.AT-P Awareness and Training RS.IM Improvements
GV.MT-P Monitoring and Review RC Recover RC.RP Recovery Planning
CT-P Control-P CT.PO-P Data Management Policies, Processes, and Procedures RC.IM Improvements
RC.CO Communications
CT.DM-P Data Management
CT.DP-P Disassociated Processing Cybersecurity ~ Privacy
Framework Framework
CM-P Communicate-P | CM.PP-P Communication Policies, Processes, and Procedures —
'DENT'F‘j | Identify-P |
CM.AW-P Data Processing Awareness GovermP
PR-P Protect-P PR.AC-P Identity Management, Authentication, and Access
Control
PR.DS-P Data Security 772271
PR.DP-P Data Protection Policies, Processes, and Procedures
DETECT
PR.MA-P Maintenance [—J_—
- RESPOND
PR.PT-P Protective Technology

ACIS o Al Rights Reserved IT-GRC and Regulatory Compliance

RECOVER
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ISO/IEC 29100:2011 Privacy Framework

The Privacy Principles

Consent and choice
Purpose legitimacy and specification
Collection limitation

Data minimization

1.
2
3
4
5. Use, retention and disclosure limitation
6. Accuracy and quality

7. Openness, transparency and notice

8. Individual participation and access

9. Accountability

10. Information security

11. Privacy compliance

ACIS o Al Rights Reserved IT-GRC and Regulatory Compliance

Privacy Framework

Privacy Risk Assessment

Privacy Impact Assessment

o518/ TIgazIdMAL N 15UTE e Day 2 (Part Il)
Witle 6 nTeUNIMTTINNITANATOTRYAN IUYAAD

 —

Intensive Masterclass:l PART Il s )

~—_
UUINNANHUNTHOARADIBNNNG NN GDPR

MWSIMANHFOAARDIYRINgUEEAUTaimMuA GDPR uuanwaAiiunsmsnguaisnudaiiun GDPR
~ v v o
nMsdadwmhua/yaaanouen (SmihnAuasastioyadivuang)

WINTNF ARSI ATV UA lunsANATosloyaduuARa

NIDUNIAIFIUA N1TUSIIHUNANSZNULAZANHIFY
nsouNmsEIUNsARAsastonadiuyARa (Privacy Framework) LiamunsussiuNansznULAzANHIED

WUINAHUNMSINNUAUAKATUTINTIANITToYA

AMWSIMMSIANMsToyamuUnNsTUINNsUATTUMATIA wamwmsiiuguatoya (Data Governance)
uHINNMSsUIMIsIANIsUaxa (Data Management) uuanunsintutioya (Data Classification)

WHINNNITIANTTOYA

unnumsdamstioyasiuinaiia (Data Quality Management, Metadata, “&a)
URINSIUUNSNNINATIA
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Privacy Policy and purpose Pll
settings
| ayer (Consent management Privacy preference management
Identity and \denti Pssudonymization
ity management system
access sy
management Access control Authentication Authorization
layer
Pl management Pl transfer Pl validation
PIl layer Pl zation | Pllanonymizaton | - Secretsharing | Pt encrypton
Pll archiving and
Plluse Pllinventory on Audit logging
— —

» Security Intelligence

ISO/IEC 29101:2013 Privacy Architecture Framework

Y YaYl

The ICT system of

the PIl principal

Privacy Policy and purpose communication Pli categorization
settings
layer Consent management Privacy preference management
Identity and Pseudonymization
Identity management system
access e S
management ’ A
layer
Pil management Pil ranster Pl validation
Pl Secret sharing
Pll layer =
" Secure Ty
Pl encryption Pli uso sy P
Pl inventory Plldisciosure | P achva and | a5t logging
—_—

The ICT system of
the PIl controller

layer

Identity and
access
management
layer

Pll layer

Privacy Policy and purpose
settings

Pl

Consent

Y pr

Pseudonymization
scheme

{ Identity management system

Access control I Authentication I Authorization

Pllmmmm] Pll transfer I Pl validation

Pil
pseudonymization

Pil

Pl use

Query

Pll inventory I Pil disclosure |P"‘m‘“"l Audit logging

The ICT system of

the PIl processor

Policy and purpose communication

Pll categorization

Consent management

Privacy preference management

AN Y A N

the ICT system of the PII principal

the ICT system of the PII controller

the ICT system of the PII processor

o518/ TIgazIdMAL N 15UTE e Day 2 (Part Il)
Witle 6 nTeUNIMTTINNITANATOTRYAN IUYAAD
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LI NANHUNTHORARDININNG NN GDPR

MWSIMANHFOAARDIYRINgUEEAUTaimMuA GDPR uuanwaAiiunsmsnguaisnudaiiun GDPR
~ », &
nMadndnmhse/yaaanisuen (IS wmihnAnasasioyadiuyans)

a ]
NIDUNIAIFIUA NITUITEHUNANIENULAZAINHIFYN

nsouNmsEIUNsARAsastonadiuyARa (Privacy Framework) LiamunsussiuNansznULAzANHIED

UINMINMEIAINIATNSUAT AU URTUNsANATEsToyAdMUARS

WUINAHUNMSINNUAUAKATUTINTIANITToYA

AMSIMMSIANSToRARNNSTUIUMSIAZAMINATIA W Nnsiiuguatona (Data Governance)
uHINNMSsUIMIsIANIsUaxa (Data Management) uuanunsintutioya (Data Classification)

WHINNFTIANTTOHA

unnumsdamstioyasiuinaiia (Data Quality Management, Metadata, “&a)
UAINSEUIUMSNNINATIA

Figure 6 — The deployment of components in the privacy settings layer
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‘ ISO/IEC 27701:2019 Privacy Information Management

INTERNATIONAL ISO/IEC
STANDARD 27701 ‘

Security techniques — Extension to
ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management —
Requirements and guidelines

Te )/IEC 27001 et ISO/IEC

a 27
agement de la protection de la vie privée — Exigences

Reference number

150/1EC 27701 2019(E)
N | ==

1SO/IEC 2019

ACIS o Al Rights Reserved IT-GRC and Regulatory Compliance

Extension to ISO/IEC 27001 and ISO/IEC 27002 for Privacy
Information Management — Requirements and Guidelines

PIMS-specific requirements related to ISO/IEC 27001 (__General and 7 Requirements Clauses )

PIMS-specific guidance related to ISO/IEC 27002 (__General and 14 Domains, 114 Controls )

Conditions for collection and processing

Additional ISO/IEC 27002 guidance for Pll controllers

Obligations to PIl principals

Privacy by design and privacy by default

Additional ISO/IEC 27002 guidance for Pll processors

Pll sharing, transfer, and disclosure

Annex A (normative) PIMS-specific reference control objectives and controls (PIl Controllers)

Annex B (normative) PIMS-specific reference control objectives and controls (PIl Processors)

Annex C (informative) Mapping to ISO/IEC 29100

Annex D (informative) Mapping to the General Data Protection Regulation

Annex E (informative) Mapping to ISO/IEC 27018 and ISO/IEC 29151

Annex F (informative) How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC 27002

Intensive Masterclass: Personal Data Protection
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INTERNATIONAL ISO/IEC
STANDARD 27701

First edition
2019-08

Security techniques — Extension to
ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management —
Requirements and guidelines

Techniques de sécurité — Extension d'ISO/IEC 27001 et ISO/IEC
27002 au management de la protection de la vie privée — Exigences
et lignes directrices

» Security Intelligence
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ISO/IEC 27701:2019(E)

Annex A
(normative)

PIMS-specific reference control objectives and controls (PII
Controllers)

This annex is for use by organizations acting as PII controllers, with or without the use of PIl processors.
It extends 1S0/1EC 27001:2013, Annex A.

The additional or modified control objectives and controls listed in Table A 1 are directly derived from
and aligned with those defined in this document and are to be used in context with 1I50/1EC 27001:2013,
6.1.3 as refined by S.4.1.3.

Mot all the control objectives and controls listed in this annex need to be included in the PIMS
implementation. A justification for excluding any control objectives shall be included in the Statement
of Applicability (see 5.4.1.3). Justification for exclusion can include where the controls are not deemed
necessary by the risk assessment, and where they are not required by (or are subject to exceptions
under) the applicable legislation and for regulation

NOTE Clause aumbers in this annex relate to the subclause nimbers in Clagge 7.

Table A.1 — Control objectives and controls

A.7.2 Condithons for collection and processing
Oibjective:

T determine and document that processing is lawful, with legal basis as per applicable jurisdictions, and with
clearly defined and legitimate purposes.

Gt rof
ATz ldentify and
Gl documment purpose The arganization shall identify and decument the specific purposes
for which the PIL will be processed.

Control

AT232 identify lawful basis | The organization shall determine, document and comply with the
relevant lawful basis for the processing of P11 for the identified

pUFpSEs.

Caritrol
Det Il he d
4723 h:ﬁ:‘:,.:::“ :oTe The arganization shall determine and document a process by which

obrained it can demonstrate if, when and how consent for the processing of
Pll was obtained from P principals

Conirol
Obtain and record
congent The arganization shall abrain and record congent from P11 princi-
pals according to the documented processes.

AT2A

i B
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Cybersecurity and Privacy Risk Relationship

Cybersecurity
Risks

Privacy
Risks

associated with
privacy unintended

breach consequences of
data processing

associated with loss
of confidentiality,
integrity, or
availability

Figure 2: Cybersecurity and Privacy Risk Relationship
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NIST Privacy Framework, Preliminary Draft Version, Sep. 2019

Cybersecurity and Privacy Risk Relationship

Cybersecurity Privacy Privacy
Risks Breach Risks Risks
IDENTIFY PROTECT-P IDENTIFY-P
PROTECT DETECT GOVERN-P
DETECT RESPOND CONTROL-P
RESPOND RECOVER /' cOMMUNICATE-P
RECOVER

Figure 8: Using Functions to Manage Privacy Risk
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NIST Cybersecurity Framework and Privacy Framework

NIST Cybersecurity Framework Request for information: Nov 2018 NIST Privacy Framework
Version 1.1, Discussion Draft Preliminary Draft Comment period Version 1.0
16 April 2018 30 April 2019 6 Sep 2019 24 Oct 2019 Anticipated End of 2019
4 ) . . ( O)
Cybersecurity ~ Privacy Cybersecurity Privacy
Framework  Framework Framework Framework
IDENTIFY IDENTIFY Identify-P
- Govern-P
Functions PROTECT
Control-P
IDENTIFY —
CONTROL Communicate-P
PROTECT DETECT i>
INFORM PROTECT Protect-P
LT
i ' DETECT
RESPOND /
RESPOND e
— RESPOND
T
RECOVER RECOVER —
Primary Functions for Managing RECOVER
Privacy Risk Sources:
\_ W, ‘| I data securityloss I \_ J

v data sqcuri? loss & direct
authorized data processing s

direct authorized
data processing
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Data Protection Implementation

Impact & Risk Assessment, Data Governance & Management

General Data Protection Regulation, Personal Data Protection Framework, Process and Technique

PART Il

‘Personal Data’ means any information relating to an identified or identifiable natural person (‘data subject);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

(Source: General Data Protection Regulation: GDPR, 2016)

‘Dogasdinuana” NHIuANNI Taganednuuanatrinlianisnszusmiuananils Tddmmnssvisenden wsilisinfistoyavasntsunnssulnuianis
(#an: wazswliygRduasestouadiuyana w.a. 2562)

*** \
* *

* GDPR »

* *
Lk ok

N

WRINWFAHUNG NFOUNINTFIUNITANATITOYARIUUAAR LRINNFAUHRNNTAINNURA LA WUINWNITAANITTOYA
FOARNDIMINNYINNT GDPR N5USTIHUNANTZNU NMSUSTIHUANNLEYS LAZUSNSIANISToNA LAZNFZUIUNNTNNNANA
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Key Takeaway

Credit :

All right reserved. Source : http://www.digitaltransformationplaybook.com/



There i1s no “one size fits all”
INn privacy and security

Credit : https://staysafeonline.orqg/

ACIS ProfeMter Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/


https://staysafeonline.org/

We are only as secure as the
weakest link

Credit : https://staysafeonline.orqg/

ACIS Professh/érﬂer Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/


https://staysafeonline.org/

You can have security without
privacy, but you can’t have
privacy without security

Credit : https://staysafeonline.orqg/

ACIS ProfesWénter Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/


https://staysafeonline.org/

The bottom line Is no person
or business Is without risk —
and we are often unaware of
the magnitude of our
exposure.

Credit : https://staysafeonline.orqg/

ACIS Professi‘owCenter Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/


https://staysafeonline.org/

We all have an obligation to
ourselves to protect our
Information. When we entrust
our data to a company, It
becomes a shared partnership
to protect that data.

Credit : https://staysafeonline.orqg/

© ACIS Profesiigggl Center Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/
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Security and transparency are
privacy’s key driver of
success.

Credit : https://staysafeonline.orq/

©ACIS Profe%M'nter Company Limited All right reserved. Source : http://www.digitaltransformationplaybook.com/
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oMol Thailand Information Security Association (TISA)
www.TISA.or.th

Cyber Defense Initiative Conference
www.cdicconference.com

ACIS Professional Center Co., Ltd.
www.acisonline.net

www.youtube.com/thehackertv

www.youtube.com/thecyberg11

P& | Prinya.ho@acisonline.net

www.twitter.com/prinyaACIS (@prinyaacis)

www.facebook.com/acisonline

www.facebook.com/prinyah

Facebook search : prinya hom-anek

eSS

[ Cis ACIS Professional Center Co.. Ltd 140/1 Kian Gwan Building 2, 18™ Floor, Wireless Road, Lumpini,

Pathumwan, Bangkok 10330, Thailand
Tel: +66 2 253 4736, Fax: +66 2 253 4737 www.acisonline.net
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